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(54) Copy protection by adding copy control information 



(57) The recording medium has discrimination data 
(E-bit) indicating whether or not content data has been 
encrypted and recorded with copy control information 
data (CCI data) into the content data. If the content data 
whose copying is not permitted is reproduced, the dis- 
crimination data (E-bit) is read out from the content 
data, and then the read discrimination data (E-bit) is 



compared with encrypted state of the reproduced con- 
tent data. If the discrimination data (E-bit) shows a state 
different from the current encrypted state of the content 
data, the apparatus prohibits the reproduction of the 
content data. 
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Description 

BACKGROUND OF THE INVENTION 

1 . Field of the invention: 

[0001] The present invention relates to a recording 
medium for recording content data such as image data, 
and a reproduction apparatus therefor. 

2. Description of the Related Arts: 

[0002] In recent years, the techniques for prevent- 
ing the unauthorized copy of content data have been 
developed energetically so as to protect the copyright of 
information data including Image and audio signals 
stored on a recording medium by a digital recording sys- 
tem (designated as content data hereinafter). Espe- 
cially, a DVD (digital video disk or digital versatile disk) 
system adopts a digital recording system. Therefore, 
even if the digital content data of a DVD is duplicated 
repeatedly, the quality of the duplicated content data is 
not substantially deteriorated. Consequently, the DVD 
system demands technology for preventing unauthor- 
ized copying. The DVDs include DVD-ROMs (DVD read 
only memory) such as DVD-video, DVD-Rs (DVD 
recordable) and DVD-RAMs (DVD random access 
memory). 

[0003] Generally, content data required to be pro- 
tected has been encrypted and recorded by a CSS 
(content scrambling system) in order to prevent unau- 
thorized copy of the content data. 
[0004] However, once the CSS is breached, the 
content data can be copied easily. Under such circum- 
stances, an approach to embed copy control informa- 
tion data called CCl as an electronic watermark in each 
frame of the content data, and manage the copying of 
the content data onto another recording medium in 
accordance with the CCl has been developed. The CCl 
shows one of four copy protection states "copy free", 
"one copy", "no more copy," and "never copy." There- 
fore, if a DVD has the content data whose copying is not 
permitted to protect its copyright, an approach for pre- 
venting the copying of the content data to next-genera- 
tion medium has been developed by encrypting the 
content data, and embedding the CCl of "never copy" as 
an electronic watermark in the content data. 
[0005] However, the CCl can manage only a copy 
operation, and the CCl is not directed to manage the 
reproduction of a pirated edition of content data illicitly 
recorded on a medium. A pirated edition of DVD is usu- 
ally produced from a DVD-ROM having encrypted con- 
tent data and the CCl of "never copy." The pirated 
edition of DVD has the CCl embedded as an electronic 
watermark, so that the CCl is copied together with the 
content data onto another recording medium. The con- 
tent data itself is decrypted during the copy process, 
and then recorded onto the recording medium. There- 



fore, most of pirated edition of DVDs have the non- 
encrypted content data, while having the CCl which 
indicates the prohibition of copying. 
[0006] An approach for prohibiting the reproduction 

5 of the pirated edition of DVD has been proposed. In this 
approach, when the content data being reproduced has 
the CCl which indicates the prohibition of copying, and 
the content data is determined to be a non-encrypted 
one, the DVD containing the above content data is 

10 determined to be a pirated edition. And its reproduction 
is then forced to cease. Most of DVDs which have the 
CCl of "never copy" have the encrypted content data 
recorded thereon, so that they can be distinguished 
from the pirated edition of DVDs by the above approach 

15 during the reproduction of the content data. 

[0007] However, there is an authorized DVD which 
indicates the prohibition of the copying of the content 
data, i.e. "never copy," and has the non-encrypted con- 
tent data recorded thereon. Therefore, when the con- 

20 tent data recorded on a DVD is going to be reproduced 
with reference to a combination of the contents of CCl 
and the decision as to the encrypted state of the content 
data, a problem will arise that the copy- non -allowable 
DVD having non-encrypted content data which can be 

25 licitly reproduced is determined to be a pirated edition, 
thereby being forced to cease its reproduction. 

SUMMARY OF THE INVENTION: 

30 [0008] The present Invention has been made in 
view of the above-mentioned problems, and provides a 
recording medium for prohibiting the reproduction of 
only content data illicitly recorded on a medium, and a 
reproduction apparatus therefor. 

35 [0009] According to an aspect of the present inven- 
tion, a recording medium having content data is charac- 
terized by copy control information data for managing 
the copying of the content data, the content data further 
includes discrimination data indicating the encrypted 

40 state of the content data. 

[0010] According to another aspect of the present 
invention, a reproduction apparatus for reproducing 
content data on the recording medium is characterized 
by comprising reading means for reading the content 

45 data on the recording medium; determining means for 
determining an encrypted state of the read content 
data; detecting means for detecting data discrimination 
data and copy control information data from the read 
content data, comparing means for comparing the con- 

50 tents of the discrimination data with an output of said 
determining means if the discrimination data indicates 
the prohibition of the copying, and prohibiting means for 
prohibiting the reproduction of the content data if the 
contents of the discrimination data is different from the 

55 output of the determining means. The discrimination 
data indicates the encrypted state of the content data 
being reproduced which has been recorded on the 
recording medium. The copy control information data 
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indicates the management of the copying of the content 
data. 

[001 1 ] The discrimination data Indicates whether or 
not the content data has been encrypted during the 
recording process of the content data. The discrimina- 
tion data is recorded together with the copy control infor- 
mation data into the content data. Therefore, if the 
encrypted state of the content data is examined during 
its reproducing process, the presence or absence of 
any process of the content data is determined between 
the recording process of the content data and its repro- 
duction. It should be noted that the above any process 
includes decryption of the content data. 
[0012] According to this invention, the discrimina- 
tion data, which indicates whether or not the content 
data has been encrypted and recorded in the recording 
process, is recorded with the copy control information 
data in the content data. Therefore, the presence or 
absence of decryption process for the content data after 
the recording process can be detected, when the con- 
tent data is reproduced. On the basis of the results of 
the above detection, the reproduction of a pirated edi- 
tion of recording medium can be prohibited. 

BRIEF DESCRIPTION OF THE DRAWINGS: 

[0013] The aforementioned aspects and other fea- 
tures of the invention are explained in the following 
description, taken in connection with the accompanying 
drawing figures wherein: 

Fig.. 1 is a table showing content data managing 
data invention; 

Fig. 2 is a diagram of the content data managing 
data according to the present invention; 
Fig. 3 is a block diagram showing an apparatus for 
recording content data managing data on a record- 
ing medium according to the present invention; 
Fig. 4 is a block diagram showing a content data 
reproducing apparatus according to the present 
invention; 

Fig. 5 is a flow chart of a process for controlling con- 
tent data reproduction according to the present 
invention; 

Fig. 6 is a flow chart of a process for determining 
the continuation or prohibition of the content data 
reproduction according to the present invention; 
and 

Fig. 7 is a table showing the relationship between a 
reproduction management and the content data 
managing data of Fig. 6. 

DESCRIPTION OF THE PREFERRED EMBODI- 
MENTS: 

[0014] The preferred embodiments of the present 
invention will be described with reference to the draw- 
ings. It should be noted that recording media of the 



present invention include a DVD, a memory, an IC mem- 
ory and a digital video tape which are recorded by a dig- 
ital recording system. The DVDs include a DVD-ROM, a 
DVD-R, and a DVD-RAM. 

5 [0015] Figs. 1 and 2 are views showing managing 
data for content data according to the present invention. 
The recording medium of the present invention has 
copy control information data (designated as CCI data 
herein under) as content data managing data. The 

w recording medium further has discrimination data (des- 
ignated as E-bit he re in under) indicating the encrypted 
state of the content data recorded on the medium. 
[0016] The CCI data indicates generation copy 
management information consisting of two bits; it repre- 

15 sents copy control information used when content data 
in an original recording medium is attempted to be cop- 
ied onto another recording medium. The CCI data has 
four different types, i.e. 1 ) "Never copy (1 , 1 )" indicating 
that the copying is prohibited, 2) 'One copy (1, 0)" indi- 

20 eating that only one-generation or single copy is permit- 
ted, 3) "No more copy (0, 1)" indicating that further 
copying is not permitted, and 4) "Copy free (0, 0)' indi- 
cating free copying. The copy control information data is 
established by a content data supplier. When the CCI 

25 data for the content data indicates "One copy", the gen- 
eration control information indicating that one-genera- 
tion copying has been executed is added as an 
electronic watermark after one-generation copying (sin- 
gle copy) is performed, so that further copying of the 

so content data can not be performed. 

[0017] The discrimination data indicates informa- 
tion of one bit, for example. The discrimination data 
shows that the content data stored on the recording 
medium has been encrypted or not. The discrimination 

35 data of a value "1" indicates that the content data has 
been encrypted during a recording process. The dis- 
crimination date of a value "0" indicates that the content 
data has not been encrypted during the recording proc- 
ess. In an alternative embodiment, it should be noted 

40 that the discrimination data may consist of plural bits, 
and that it may include data concerning a method to 
encrypt content data. 

[0018] In the case of a DVD-video usually having 
content data which is not permitted for the copying, the 

45 content data is generally encrypted by scrambling the 
content data by a CSS system, for example. Therefore, 
when the CCI data shows "Never copy (1, 1)" with the 
content data encrypted as shown in Fig. 1 , the discrimi- 
nation data has a value of "1 ". When the content data is 

so not encrypted, the discrimination data has a value of 
"0". 

[0019] As shown in Fig. 2, the CCI data and dis- 
crimination data are arranged, for example, in the men- 
tioned order. The data of three bits is embedded as an 
55 electronic watermark in each frame of the content data. 
For example, a DVD-video, which has the content data 
formed of a movie, are not usually permitted the copying 
of the content data. The DVD-video has the content 
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data encrypted by the CSS system and recorded on a 
DVD. Accordingly, the DVD is provided with the CCI data 
of (1 , 1) indicating "Never copy", and the discrimination 
data of (1) indicating that the content data has been 
encrypted. That is, the data of three bits (1, 1, 1) is 
embedded as an electronic watermark in the content 
data. 

[0020] A recording apparatus for embedding dis- 
crimination data into the content data and recording the 
resultant content data on a recording medium will now 
be described with reference to Fig. 3. 
[0021] Fig. 3 is a block diagram showing an appara- 
tus 10 according to the present invention for recording 
discrimination data. Content data requiring the discrimi- 
nation data according to the present invention is 
recorded on a DVD as a recording medium. The content 
data has CCI data of "Never copy" (1,1) indicating that 
the content data is not permitted for the copying. There- 
fore, the apparatus 10 comprises an electronic water- 
mark embedding device 12, a coder 13, an encryptor 
14, and a modulator 15 connected in the order between 
an input and a recording head 1 1 . The input serves to 
receive image signal constituting content data. The 
head serves to directly irradiating a recording medium 
17 with a recording beam. The apparatus 10 further 
comprises a controller 16 parallel-connected to the 
electronic watermark embedding device 12, the coder 
13, the encryptor 14 and the modulator 15. The control- 
ler is adapted to control the operations of these devices. 
The coder 13 is adapted to code input data. The encryp- 
tor 14 encrypts the input data. The modulator 15 modu- 
lates the input data. All of the above devices have well- 
known structure and operation. The electronic water- 
mark embedding device 12 is adapted to embed CCI 
data and discrimination data provided by an image data 
supplier as an electronic watermark into the input data 
in response to an instruction from the controller. 
[0022] The operation of the apparatus of Fig. 3 will 
now be described. 

[0023] In this embodiment, The CCI data has the 
code of (1, 1) indicating that the copying is prohibited. 
The discrimination data has a value of "1 " indicating that 
the content data being recorded is encrypted. The elec- 
tronic watermark embedding device 12 embeds the CCI 
data and the discrimination data together as an elec- 
tronic watermark in each frame of the content data. The 
coder 13 performs image coding of MPEG2 (Moving 
Picture Experts Group Phase 2) to generate content 
data. The encryptor 14 performs encryption of the con- 
tent data. In this embodiment, since the recording 
medium is a DVD, the content data is scrambled by a 
CSS system. It should be noted that the encrypting sys- 
tem is not limited to the CSS system, and that any suit- 
able system can be used for the encryption. 
[0024] The modulator 15 modulates the content 
data having the embedded electronic watermark. The 
modulated content data is then recorded onto a record- 
ing medium, i.e., a DVD 17 through the recording head 



11. 

[0025] As described above, the apparatus 10 
records the content data together with the CCI data and 
the discrimination data onto a recording medium such 

5 as a DVD, while embedding the CCI data and the dis- 
crimination data as an electronic watermark into the 
content data. A ROM disk such as a DVD-video can be 
produced by providing an original disk with the record- 
ing apparatus of Fig. 3, producing a stamper from the 

10 original disk, and producing the ROM disk with the 
stamper. 

[0026] Referring to Fig. 4, a reproduction apparatus 
according to the present invention will now be 
described. Fig. 4 is a block diagram showing the repro- 
15 duction apparatus 20 for reproducing a recording 
medium including a DVD. 

[0027] The apparatus 20 comprises a reading head 
21 , a demodulator 22, a decryption decoder 23, a switch 
24, and a image data decoder 25, which are connected 

20 in serious in the above order. The reading head 21 
receives a reading beam from a recording medium 28 
and generates a read signal. The demodulator 22 
demodulates the reading signal. The decryption 
decoder 23 decrypts the received data. The image data 

25 decoder 25 decodes the received data into image data. 
An electronic watermark detector 26 is further provided 
to extract an electronic watermark from an output of the 
demodulator 22. A controller 27 is also provided, which 
is connected to each of the demodulator 22, the decryp- 

30 tion decoder 23 and switch 24 to control their opera- 
tions. The controller 27 receives an output from the 
electronic watermark detector 26. The switch 24 is 
adapted to control the connection between an output 
terminal of the decryption decoder 23 and an input ter- 

35 minal of the decoder 25 in response to an instruction 
from the controller 27. 

[0028] When the electronic watermark detector 26 
detects the electronic watermark, the controller 27 
reads the CCI data and discrimination data related to 

40 the content data from the extracted electronic water- 
mark. The controller 27 then determines the encrypted 
state of the content data, and ascertains the encrypting 
system for the content data if necessary. 
[0029] The operation of the apparatus 20 will now 

45 be described in detail. When the content data of the 
DVD 28 set in the apparatus 20 is reproduced, a reading 
beam from the DVD 28 is received by the reading head 
21. The reading signal from the reading head 21 is sup- 
plied to the demodulator 22 and then the decryption 

so decoder 23. After the decrypted reading signal is sup- 
plied the demodulator 25, the demodulator converts the 
decrypted reading signal to image data. As described 
above, the content data is reproduced. 
[0030] It should be noted that the content data is 

55 decrypted in the decoder 23 if the content data from the 
DVD 28 is in an encrypted state. In parallel with the 
reproduction of the content data, the electronic water- 
mark detector 26 extracts the electronic watermark from 
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an output of the demodulator 22. The controller 27 
reads the CCI data and the discrimination data of the 
content data being reproduced from the extracted elec- 
tronic watermark. The controller 27 then compares the 
discrimination data extracted from the electronic water- 
mark with the current encrypted state of the content 
data if necessary, thereby controlling an on-off of the 
switch 24. 

[0031] Referring to Figs. 5 and 6, a reproduction 
control for the reproduction apparatus 20 will now be 
described in detail. Figs. 5 and 6 show the procedure for 
controlling an operation of the reproduction apparatus 
20. 

[0032] First, the DVD 28 is set as a recording 
medium in the reproduction apparatus 20. When the 
apparatus 20 receives a reproduction command for the 
content data from an exterior device, the, apparatus 20 
causes the reading head 21 to move and read a read-in 
area of the DVD 28 (Step S1), thereby starting the 
reproduction of the content data (Step S2). The appara- 
tus 20 then determines whether the content data from 
the DVD 28 is encrypted or not (Step S3). If the content 
data from the DVD is determined to have been 
encrypted, for example, the context data has been 
encrypted by the CSS system (Step S3, YES), the pro- 
cedure goes to Step S4. In Step 4, the reproduction of 
the content data is maintained until its finish. Otherwise, 
if the content data from the DVD is not determined to 
have been encrypted (Step S3, NO), the procedure 
goes to a sub procedure shown in Fig. 6. 
[0033] The procedure of Fig. 6 is an operation for 
determining the continuation or prohibition of the repro- 
duction of the content data, if the content data from the 
DVD 28 is not determined to have been encrypted. As 
shown in Fig. 6, the electronic watermark is detected by 
extracting itself from the content data (Step S1 1 ). If the 
electronic watermark is detected (Step 12, YES), the 
controller reads the CCI data and discrimination data 
from the electronic watermark, and examines the con- 
tents of the CCI data and discrimination data (Step 
S13). 

[0034] If the read CCI data shows "Never cop/ 
(Step S14, YES), the procedure goes to Step 15, in 
which a value of the read discrimination data is deter- 
mined. If the discrimination data has a value of "1", the 
procedure goes to Step S16, in which the reproduction 
of the content data is ceased. That is, in Step S15, the 
value "1" of the discrimination data shows that the con- 
tent data being reproduced has been encrypted during 
the recording process in view of the managing data from 
the electronic watermark of the content data. However, 
this results in that the value of the discrimination data 
indicating the encryption during the recording process 
contradicts the results of the Step S3 which determines 
that the content data from the DVD has not been 
encrypted. This means that the content data has been 
decrypted at any time between the recording of the con- 
tent data on the DVD and its reproducing. Accordingly, 



the DVD to be reproduced is determined to be a pirated 
edition DVD. That is, the content data from the DVD 
being reproducing is considered to have been illicitly 
duplicated from the encrypted content data whose copy 

5 is not permitted. Therefore, the reproduction of the con- 
tent data is forced to cease in Step S16. 
[0035] If the discrimination data has a value of "0" in 
Step S15, it means that the content data being repro- 
duced has been recorded in a non-encrypted state in 

10 view of the managing data for the content data. The 
information, which indicates that the recording process 
did not have any encryption, agrees with the result of 
the Step S3 indicating that no encryption has been 
found. Therefore, the procedure goes to Step S4 of Fig. 

is 5, in which the reproduction of the content data is main- 
tained until its finish. That is, since the DVD containing 
the above content data is determined to be a licit DVD 
which is not permitted for the copying of the content 
data and has content data not-encrypted, the reproduc- 

20 tion of the content data is maintained until its finish in 
the Step 4. 

[0036] If the CCI data shows "No more Copy" and 
has an additional generation control information (Step 
S17, YES), the procedure then goes to Step S18, in 

25 which a type of the DVD is determined. That is, the Step 
S1 8 determines which the DVD is a ROM-type or a non- 
ROM-type, i.e., if the DVD is recordable or not. If the 
DVD is determined to be a ROM in Step S1 8, the proce- 
dure goes to Step S1 6 to prohibit the reproduction of the 

30 content data. That is, since it is impossible for a normal 
recording apparatus to record the content data together 
with the CCI data on a recording medium or ROM, the 
DVD being reproduced is determined to be a pirated 
edition DVD. Therefore, the reproduction of the content 

35 data is prohibited. If the DVD is determined to be a non- 
ROM in Step S18, the content data being reproduced 
can be determined to be data copied on a DVD, which 
consists of the stream data requiring the protection. 
Consequently, the procedure returns to Step 4, in which 

40 the reproduction of the content data is maintained until 
its finish. 

[0037] If the contents of the read CCI data is "One 
copy" (Step S1 9, YES), the procedure goes to Step S1 6 
to prohibit the reproduction of the content data. That is, 
45 the CCI data is not usually recorded on a DVD without 
adding generation control information thereto. Therfore, 
the detection of CCI data having the contents of "One 
copy" must be legally wrong as managing data for the 
content data of the DVD. Thus, a DVD meeting the con- 
so d'rtion of Step S19 can be determined to be a pirated 
edition DVD, so that the reproduction of the content data 
is prohibited. 

[0038] The reproduction managing method of Figs. 
5 and 6 distinguishes an illicit DVD which contains the 
55 non-encrypted content data with the CCI data of "No 
copy" from a pirated edition of DVD containing non- 
encrypted content data with the CCI data of "No copy", 
on the reproducing of the content data. Therefore, the 
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reproduction of only the pirated edition of DVD can be 
prohibited. 

[0039] Rg. 7 shows the relationship among the 
managing data contained in the content data during the 
recording process, the encrypted state of the repro- s 
duced content data, and the reproduction control during 
the above-described control. If the CCI data shows "No 
copy," i.e. the content data consists of the code of (1 , 1 ), 
the presence or absence of the decryption process for 
the content data at any time between the authorized 10 
recording of the content data and its reproduction can 
be detected by comparing the discrimination data indi- 
cating the encryption process during the recording proc- 
ess with the encrypted state of the reproduced content 
data. That is, as shown in Rg. 7, if the discrimination is 
data has a value of "1", which indicates that the content 
data has been encrypted during the recording process, 
and the encryption of the content data is detected dur- 
ing the reproduction process, this means that the con- 
tent data has not been decrypted between its recording 20 
and reproduction. Therefore, the DVD being reproduced 
is authorized, and its reproduction can be continued. On 
the other hand, if the discrimination data has a value of 
"1", which indicates that the content data has been 
encrypted during the recording process, and any 25 
encrypted content data is not detected during the repro- 
duction process, it is clear that the content data has 
been decrypted between its recording and reproduc- 
tion. Accordingly, the DVD to be reproduced proves to 
be a pirated edition of DVD. Thus, the reproduction of 30 
only the pirated edition of DVD is prohibited. 
[0040] Since the managing data for the content 
data is embedded as an electronic watermark in the 
content data, it is generally difficult to change the man- 
aging data during an unauthorized copying. Therefore, 35 
even If the unauthorized copy of the content data is 
done repeatedly, it is possible to accompany the man- 
aging data established during the recording process 
with the content data without dropping the managing 
data from the content data. *o 
[0041] It is understood that the foregoing descrip- 
tion and accompanying drawings set forth the preferred 
embodiments of the invention. Various modifications, 
additions and alternative designs will, of course, 
become apparent to those skilled in the art in light of the as 
foregoing teachings without departing from the spirit 
and scope of the disclosed invention. Thus, it should be 
appreciated that the invention is not limited to the dis- 
closed embodiments but may be practiced within the full 
scope of the appended claims. so 

Claims 

1 . A recording medium for recording content data with 
copy control information data thereon, said copy 55 
control information data being for managing copy 
operation of the content data, wherein the content 
data includes discrimination data indicating 



whether or not the content data has been 
encrypted. 

2. A recording medium according to Claim 1 , wherein 
the discrimination data are embedded as an elec- 
tronic watermark with the copy control information 
into the content data. 

3. A recording medium according to Claim 1 , wherein 
the recording medium is a DVD. 

4. A reproduction apparatus for reproducing content 
data recorded on a recording medium, said appara- 
tus comprising: 

reading means for reading the content data on 
the recording medium, 

determining means for determining an 
encrypted state of the read content data; 
detecting means for detecting discrimination 
data and copy control information data from the 
read content data, said discrimination data 
indicating whether or not the content data 
being reproduced has been encrypted, said 
copy control information data being for manag- 
ing the copy operation of the content data, 
comparing means for comparing the contents 
of the discrimination data with an output of said 
determining means, if the discrimination data 
indicates the prohibition of a copying operation, 
and 

prohibiting means for prohibiting the reproduc- 
tion of the content data, when the contents of 
the discrimination data is different from the out- 
put of said determining means. 

5. A reproduction apparatus according to Claim 4, 
wherein the discrimination data are embedded as 
an electronic watermark with the copy control infor- 
mation data in the content data. 

6. A reproduction apparatus according to Claim 4, 
wherein the content data is digitized. 

7. A reproduction apparatus according to Claim 4, 
wherein the recording medium comprises a DVD. 

8. A reproduction apparatus according to Claim 4, 
wherein said determining means determines if the 
content data is encrypted or not. 

9. A reproduction apparatus according to Claim 4, 
wherein said determining means determines how 
the content data is encrypted. 

10. A reproduction apparatus according to Claim 4, 
wherein said prohibiting means prohibits the repro- 
duction of the content data, when said determining 
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means determines that the read content data read 
has not been encrypted and the discrimination data 
indicates that the content data being reproduced is 
encrypted. 

5 

11. A reproduction apparatus for reproducing content 
data recorded on a recording medium, said appara- 
tus comprising: 

a reading unit for reading the content data on w 
the recording medium, 

a determining unit for determining an 
encrypted state of the read content data; 
a detector for detecting discrimination data and 
copy control information data from the read 15 
content data, said discrimination data indicat- 
ing whether or not the content data being 
reproduced has been encrypted, said copy 
control information data being for managing the 
copy operation of the content data, 20 
a comparator for comparing the contents of the 
discrimination data with an output of said deter- 
mining unit, if the discrimination data indicates 
the prohibition of a copying operation, and 
a prohibiting unit for prohibiting the reproduc- 25 
tion of the content data, when the contents of 
the discrimination data is different from the out- 
put of said determining means. 

12. A reproduction apparatus according to Claim 11, 30 
wherein the discrimination data are embedded as 

an electronic watermark with the copy control infor- 
mation data in the content data. 

13. A reproduction apparatus according to Claim 11, 35 
wherein the content data is digitized. 

14. A reproduction apparatus according to Claim 11, 
wherein the recording medium comprises a DVD. 

40 

15. A reproduction apparatus according to Claim 11, 
wherein said determining unit determines if the 
content data is encrypted or not. 

16. A reproduction apparatus according to Claim 11, 45 
wherein said determining unit determines how the 
content data is encrypted. 

17. A reproduction apparatus according to Claim 11, 
wherein said prohibiting unit prohibits the reproduc- so 
tion of the content data, when said determining unit 
determines that the read content data read has not 
encrypted and the discrimination data indicates that 

the content data being reproduced is encrypted. 



55 



EP 1 067 540 A2 



FIG. 1 



CCI DATA 


DISCRIMINATION 
DATA (E-bit) 


ENCRYPTION OF 
CONTENT DATA 


d. D 


1 


EXECUTED 


(1. 1) 


0 


NOT EXECUTED 



FIG. 2 



1 


1 


1 





J t 



CCI 
DATA E-bit 



EP 1 067 540 A2 




9 



EP 1 067 540 A2 



O 



< 



CD 




.to 

CM 



CM 



.CO 
CM 



CM 



i un 




3 
<■> 


^~CM 
CM 


DEMOE 


t 




CD 
Z 




READ! 
HEAD 


~~ CM 





10 



EP 1 067 540 A2 



FIG. 5 

( START ) 



READ LEAD-IN AREA 



-S1 



START REPRODUCTION 



YES 



NO 



<THE REPRODUCTION. 
OF CONTENT DATA 
HAS FINISHED? 

YES 



C ) 



S2 




■0 
<s> 



S4 



<s) 



11 



EP 1 067 540 A2 



FIG. 6 



i 



DETECT WATERMARK 



NO 




S11 



S12 



-WATERMARK IS 
DETECTED? 




YES 'NO MORE COPY" 
-< OR ADDITIONAL COPY 
CONTROL INFORMATION? 




S16 



12 



EP 1 067 540 A2 



FIG. 7 



CCI DATA 


DISCRIMINATION 
DATA (E-bit) 


ENCRYPTED 
STATE 


REPRODUCTION 
CONTROL 


d. 1) 


1 


ENCRYPTED 


CONTINUE 




1 


NON-ENCRYPTED 


CEASE 



13 



